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Internet security refers to computer security especially when we 27
online on Internet. It often involves browser security but 250
network security. Internet security is to establish prevent™”

measures against attacks from hackers, phishers and
scammers. The Internet is as secured as safely wi '
information may often involves high risk ol
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Best Practices for Security

Use strong passwords, with combination of letters in Do ases, s, at ‘ )

which makes a password difficult to crack or guessed by OF . U PP Cy Y

passwords like your birth date, birth place, friend’s name, relative’s DITE: 5=, T e

Change your pass word frequently at least monthly or Iornigatl

Most web sites like Gmail, Facebook, bank web sites and important ransactional web sites check

for password effectiveness when you register for the first time or change the passwora

Following is a general guideline for managing strong passworads

® Password length should be at least 10-15 characters i possible or zllowed Dy the websie
software.

® Do not repeat password while changing them. Many bank web sites do not allow this

® Pass words should be a complex combination of numbers, letters
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® Avoid using same password for multiple sites.
Example of a strong password is k3xP%,7Ym(}

i wWWW.Strongpassw
Web sites such as : ngp ordgenerator.com help generate rand ong pas
words. Go to www.strongpasswordgenerator.com and click +al€ Tanaom strong P

- word will be displayed. Generate strong password. The pas

- Regular Data Backup: Regularly backup your data on a, offli ,
or tape drive etc. You can restore it in case of data Joss of e storage like external drive. %
back up in a secured place away from unauthorized use Computer hard drive crash. Keep the

Encrypt Data by using a good encryption softwar
sy €. Some

Secure your user name and password:
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—oirnation or even d; "Whole computer. I &
vendors notify the users whenever a security hole is ’(Y()U‘ .
AN Update is available to address that particular issue- o
Visit reéspective vendor's website to check if there are nwdj software
available, downloag and keep your operating system ai= -

pdates

applications up to date, free from security holes Jssist in kee]
Ee. All & o315t
e e hardware and Cé
Instal Ifirewalls: Firewalls could be software or hardw ”ﬁ and determitic
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d Network secure. Firewalls analyze the network tra x, Windows

ems such as Linu
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Soltware as a part of operating system thus keeping th

need to configure vour firewall for additional security. -
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Never insta]] Software from unknown sources as they mig :
from \\'ell-kmw\\qml-rem,fed web sites. Verify the source Ifll‘.' 1S < i understand the
referring to comments from other users before downloading [16” Ythem.

PUrpose of the software before attempting to download and Insta

Secured Socket Layer Certification is done for web sites by
Known authorised Certification Authorities (CA). CAs do not
issue SSL certificates to phishers, spammers or any agency
that is not properly identified and cleared. Check the
website's certificate icon of a padlock in the address bar. All
Secured web sites have SSL (Secured Socket Layer)
certificates. If padlock icon is of open lock then website is not
secured and must be left immediately.

Remove unwanted or unknown software applications: these might have got insta
knowledge when you have visited some web sites. Unwanted s
might have been bundled along with necessary software. Some programs such as toolbar
installed usually through bundled software and are programmed to send personal data v

your consent.
Cyber Bullying

Protection from Cyber Bullying

® Children must know that thejr parents 3
n
face such problem. d teachers are g]

@ Children must know that no Matters

Bt What, parengs
. ® Children should inform their elders ahg and teachery ,
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@ Children are advised to block sué
@ In case of cyber bully attack, save all

Malicious 51 ne

-ontain malicious code the

Many smart phone .
vals information stored 1t e ST ; . such as the addr ot
steals 1 a oNE, such as the address mok data without
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and cyber scan

smartphone Salet
® Set up emergeri

® Do not use cell pho o kil
crossing road, dri

® Get rid of unwants

® Protect your phor

® Keep good passv

® Keep the antiviru

® Sign out of and clos:

® Avoid automatic download setu

® Keep your wireless access secur

® Do not install just any app impuis

® Keep a regular backup of your phor

Clearing Data Stored In Browsers

Web browsers have built-in password management

designed to store passwords used informs on web Sites

Browser soften prompt to save user name sand a

-

passwords when users attempt to logon to web sites

facility is offered to users, so that they can logon to their B
frequently used web sites without having to type the user
names or passwords. However it is not advisable to leave e adions R TP
the web browser store this data particularly on public or Doty qpmnd € s b chos
shared computers. B
o e 308 M. S e oty e e ol oy et i

To clear personal data from a web ———
browser such as Google Chrome, launch B e o

the browser. R e

Click Tools Menu > More Tools > | e e e S d
Clear Browsing data... B e L
The next window will show varous i E
options to clear Browsing History, Cookies ailinh = pifs

and Cache. =

You can make changes in Privacy settings = -

according to your preferences. - oy
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